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Abstract of the contribution: This document discusses different options for solving the remaining open issues in EASE. 
1 Introduction 
This document describes the remaining problems in EASE, and proposes solutions to them. 
2 Problem description 
2.1 Reply of IOV values 

GPRS security relies on the freshness of Input Offset Value (IOV). IOV is a random number, generated by SGSN, and used, together with the message specific sequence number, to create the cryptographic key streams for ciphering, and MAC calculation. There are two way to deliver IOV values to the MS, one at LLC layer (i.e. LLC XID negotiation), and another at RLC layer (i.e. NAS container for PS HO). LLC layer XID negotiation is always initiated by GMM protocol. Figure 2-1 demonstrates the delivery of IOV values to the MS. Both of these deliveries are in clear text, and without reply protection. 
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Figure 2-1: Delivery of IOV values to the MS using LLC XID negotiation or NAS container for PS HO 

After a successful authentication, SGSN generates fresh IOV values, and sends them to the MS using the LLC XID negotiation. The GMM layer in the SGSN initiated the LLC XID negotiation, and the negotiation needs to be completed before GMM layer can activate the ciphering and/or integrity protection. It is safe to send IOV values one time unprotected because the subsequent communication would fail if someone modified the IOV values. But after the initial unprotected delivery, the IOV values should be reply protected (in order to avoid reply). In Figure 2-2, LLC XID negotiation is demonstrated with authentication. 
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Figure 2-2: LLC XID negotiation after authentication and before ciphering/integrity protection is turned on 
The potential problems start if the IOV values are sent to the MS more than one time without re-authentication. This may happen e.g. with idle mode mobility when the security context is transferred from the old SGSN. The old SGSN does not send the used IOV value to the new SGSN, and consequently the new SGSN needs to initiate a LLC XID negotiation of its own. There is no key derivation in GPRS. There is currently no protection for these messages, and consequently an attacker might reply the old IOV values causing a collision. If the attacker has recorded earlier communication between MS and SGSN, it may be able to misuse the cipher text to mimic the network (i.e. false base-station attack). Alternatively, the attacker may be able to do a known plain-text attack if the content of the encrypted messages are predictable (which might be the case with simple IoT solutions). In known plain-text attack, the ciphertext and known pain-text are XORed to figure out the original keystream which can be re-used to cipher modified cleartext. 
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Figure 2-3: LLC XID negotiation with idle mode mobility 
2.2 Change of algorithm in idle mode mobility 
The second open issue is related to the change of integrity algorithm when UE communicates with the new SGSN. This scenario assumes that old SGSN and new SGSN different integrity algorithms. Transfer of the old security context from the old SGSN to the new SGSN is difficult if the new SGSN is not able to indicate the new integrity algorithm to the MS securely.  
3 Solution proposals 
3.1 Protection of IOV values 

The reply protection for the new IOV values can only be provided by the SGSN that sent the original IOV values. This means changes to the inter-SGSN interface, i.e. Gn/Gp interface. Furthermore, the solution should be general enough to be re-used with PS HO if needed to be standardized in the future. 
We propose to specify a new "secure IOV container" for delivering integrity and reply protected IOV values. The container would be used if the IOV values needs to be updated in the MS, e.g. with idle mode mobility or PS HO. The initial delivery of IOV values can remain unprotected as in the legacy GPRS. 

The secure IOV container includes three types of parameters: the IOV-values to be protected, IOV-COUNTER, and IOV-MAC. The IOV-COUNTER is set to zero when the first IOV values are delivered to the MS. The IOV-COUNTER is incremented by one when new IOV values are generated. The IOV-MAC is calculated over the new IOV-values and the incremented IOV-COUNTER using the integrity algorithm associated with the previous IOV-value. 

Because the secure IOV container is not cryptographically tied to the message, it is possible to deliver it using e.g. LLC XID header, or NAS container for PS HO. 
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Figure 3-1: Secure IOV container 

3.2 Change of algorithm in idle mode mobility 

It is proposed that old SGSN and new SGSN shall support same integrity algorithms. If not, the new SGSN needs to re-authenticate the MS. Negotiation of integrity algorithm between MS and new SGSN can be done securely if the MS is re-authenticated. 

4 Proposal
It is proposed that the described problems and solutions are discussed, and the solutions are adapted to EASE. Other potential solution approaches are discussed in the Annex. 
Another input document implements the proposal to TS 43.020. 

5 Annex: Other potential solutions 

5.1 Reply of IOV values 

1) UE stores all old IOV values until re-authenticated 

This solution does not work because the attacker could just use slightly different IOV value (e.g. old IOV + 100), and start the attack when the message specific sequence space reaches the modified value. 

2) Add MAC-LLC to LLC XID message carrying the IOV values 

a) MAC-LLC calculated in new SGSN: This solution could work but it is troublesome to implement in the MS side because the parameter carried in the message (i.e. the IOV value) is needed as an input to verify the MAC of the same message. 

b) MAC-LLC calculated in old SGSN: This solution could work but the LLC XID message would need to be sent via the GMM layer in the new SGSN to the GMM layer in the old SGSN, and down to the LLC layer to calculate the MAC. Also, the LLC layer in old SGSN would need to send back to the new SGSN LLC layer the next fresh LLC frame number (i.e. the unconfirmed send state variable V(U)). The proposed solution is more general (i.e. helping potentially to solve also the PS HO problem). 
3) Introducing key derivation 

Derivation of the integrity key and the ciphering key before update of the IOV values would also solve the problem. The new IOV values could be used as input parameters for the key derivation. However, in order to achieve reply protection, the key derivation would still need to use also an additional counter or store all old IOV values until re-authentication. 
5.2 Change of algorithm in idle mode mobility 

The following solutions have also been considered but rejected: 

4) Add LLC-MAC to LLC XID message carrying the IOV values 

a) LLC-MAC calculated in new SGSN: If the new SGSN does not support the same integrity algorithm than the old SGSN, it is not able to calculate LLC-MAC. Also, it would not be enough to calculate LLC-MAC for LLC XID message but it would need to be calculated to the Authentication and ciphering request carrying the new integrity algorithm. 
b) LLC-MAC calculated in old SGSN: This become even more complex because now the LLC-MAC for both the LLC XID and Authentication and ciphering request would need to be calculated in old SGSN. 
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